How to install an instance of the EnGenius EzMaster server on the
Amazon AWS platform.

Introduction

Up until recently, if you wanted to run EzMaster then you needed to do the install on your own server.
The installation is trivial, quick and easy to do, and the server demands are quite low so it will run ion
even a quite low spec Windows PC. However some users have felt wary of running their own server
package.

Anyway there is now a public image file for the EnGenius EzMaster package that allows users to run
their own instance on the Amazon AWS platform. The Amazon AWS platform is probably the most
popular public server platform out there and used, for example, by a number of large corporate bodies.
Generally you need to pay to install and run an 'instance' on the AWS platform but Amazon do have a
starter option which gives you a free service. There are limitations on the free option but it should be fine
for an EzMaster instance suitable for up to 500 access points.

Setup

First of all you need to go and create an account on the Amazon AWS. This is free...

https://aws.amazon.com/
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If you already have an account then you can go direct to console management
(you may have to confirm login before you can access this page):

https://eu-west-2.console.aws.amazon.com/console/home?region=eu-west-2#
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On the next page select AMIs on the left menu:
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Access resources on the go

(=) Access the Management Console using the AWS
E Console Mobile App. Learn more [

Explore AWS

Scalable, Durable, Secure Backup & Restore with Amazon
s3

Discover how customers are building backup & restore solutions
on AWS that save money. Learn more [5

Amazon RDS

Set up, operate, and scale your relational database in the
cloud. Learn more [2

AWS Marketplace

Find, buy, and deploy popular software products that run on
AWS. Learn more [4

Amazon SageMaker

Build, train, and deploy machine leaming
models. Learn more [4

Make sure the region in the top right suites your location e.g. London. Then select EC2.

US East (N. Virginia)
US East (Ohio)

US West (M. California)
US West (Oregon)
Asia Pacific (Mumbai)

Access resources on the go
Asia Pacific (Seoul)

=) Accessthe Management Cons ~ Asia Paciic (Singapare)
Console Mobile App. Learn m(  agia Pacifc (Sydney)

Asia Pacific (Tokyo)

Canada (Central)

Explore AWS EU (Frankfurt)
U (Ireland)

Scalable, Durable, Secure Backup §

3 EU (Paris)

Discover how customers are building b U (Stockholm)

on AWS that save money. Learn more |
South America (S&o Paulo}
Amazon RDS

Set up, operate, and scale your relational database in the
cloud. Learn more [4

AWS Marketplace

Find, buy, and deploy popular software products that run on
AWS. Learn more [§

Amazon SageMaker

Build, train, and deploy machine leaming
models. Learn more [

Have feedback?
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Network Interfaces.

EnGenius have already uploaded a public accessible copy of the EzMaster server which you can copy
onto your own platform.

Change Owned by me to Public Images and then select AMI Name:

EC2 Dashboard " .
Actions v
« A O ® 0
Events
Tags Qf g eyword 2] 11050 0f 34,500 > 3
Reports Resource Attributes
Name D - amD Source Owner v Status Creation Date Platiorm Root Device T | Vi
Limits
AMI Name ami-0b6a7a4862167a11a  amisfor210979.. 210979526344 Public available February 14, 2019 at 6:3759... OtherLinux  instance-store 2
ami-00b@a398c00sbbSC  amis4or-210979.. 21097952534 Public available February 14, 2019 al 6:3756... OtherLinuxx  instance-store
Instances
ami-0cad2808ecA69c987 105249152789/ . 105249152789 Public available October 30,2018 at 5:41:43 . OtherLinux ~ ebs
Launch Tempiates
image ami-0b550c20ealal7ed7 105249152769/ .. 105249152789 Pubiic available Novernber 2, 2018 at 12:18:4...  OtherLinux ~ ebs
Spol Requests Kernel ID ami-046260307b67dd912 105249152769/ .. 105249152789 Pubiic available Noverber 14, 2018 at 1:36:5...  Other Linux ~ ebs
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g
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Bundle Tasks
0 badde2d Public available July 2, 2017 at 6:06:56 PM Windows ebs
of 16c-8a2b-750113163d51-ami-036048b56107 .. ami-0s33244a549eed4b0  aws-markslplac... 679593333241 Public available February 13, 2019 at :16557...  Other Linux ~ ebs
Volumes o b72006365.30a6423-6103-4301-636c40575...  ami-062cb61288c27%ba  aws-marketplac.. 679593333241  Public available September 10,2018 2t 622 OtherLinux  ebs
Snapshots 0 B 06r416c-0a2b-750M1 316305 1-ami-De07e51a...  ami-0008e166e5c0659¢f  aws-markelplac... 679593333241 Public available March 1, 2019 at 1:15:35 P Other Linux ~ ebs
Uifecycle Manager 02390872 ami-aT3a27c3 453360749497/0... 453360743497 Public available October 19,2017 at 10:285...  Other Linux ~ ebs
02513850835582222f14 36 TGB5T80CT-50c0I6T-8b92-4296-0162- 161 . ami-Ob9aB8F aws-marketplac... 679503333241 Public available October 10,2017 &t 20327 .. OtherLinux ~ ebs
03-KUSANAGH Biz-2350617a-1961416c-Ba2b-750f13163d51-ami-0050c .. ami-0c305b3b94b306192  aws-marketplac... 679593333241 Public available January 21,2019 at 10.58:3..  Otherlinx  ebs iy
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Elastic IPs Select an AMI above _}_J=]

Placement Groups

iey Pairs
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type ezmaster and then press enter. The ezmaster public image should then show, click on Launch:
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The next screen is for you to choose an Instance Type:

1. Choose AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of GPU, memory, storage. and networking capacity. and give you the flexibility to choose the appropriate mix of
resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by: | Allinstance types v Current generation v ShowiHide Columns

Currently selected: t2 micro (Variable ECUs, 1 VCPUS, 2.5 GHz. Intel Xeon Family, 1 GiB memory, EBS only)

Family v Type ~ vCPUs (1) - Memory (GiB) - Instance Storage (GB) (i) v EBS.Optimized Available - Network Performance (i) ~  1Pv6 Support (i)~
General purpose 2 nano 1 05 EBS only - Low to Moderate Yes
e General purpose e 1 1 EBS only - Low to Moderate Yes
1 2 EBS only - Low to Moderate Yes
General purpose 2medium 2 4 EBS only - Low to Moderate Yes
General purpose large 2 8 EBS only - Low to Moderate Yes
General purpose t2.xlarge 4 16 EBS only - Moderate Yes
General purpose 12 2xlarge 8 22 EBS only - Moderate Yes
General purpose t3.nano 2 05 EBS only Yes Up to 5 Gigabit Yes
General purpose ta.micro 2 1 EBS only Yes Up to 5 Gigabit Yes
13.small 2 2 EBS only Yes Up to 5 Gigabit Yes
General purpose 13 medium 2 4 EBS only Yes Up to 5 Gigabit Yes
Ge t3large 2 8 EBS only Yes Up to 5 Gigabit Yes
General purpose t3.xiarge a 16 EBS only Yes Up to 5 Gigabit Yes
13 2x1arge 8 32 EBS only Yes Up to 5 Gigabit Yes

Select the type you need. For applications up to 500 APs then the free t2.micro is suitable. For larger
numbers of APs then you will need to select a more powerful type. e.g. for the full 10000 APs then you
need to go for t3.xlarge!
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Click on Configure Instance Details in the bottom right of the page:

cancel Previous Review and Launch

Next: Configure Instance Details

1.Choose AM| 2 ChooselnstanceType  3.Configurs Instance 4 AddStorage 5 AddTags 6. Configurs Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch muttiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and more.

Launch into Auto Scaling Group (D)

Number of instances

Purchasing option (i) [JRequest Spot instances.
Network [vpc-eadsdesc (defaulty ~] © create newvrc
Subnet [No preference (default subnet in any Availability Zor | Create new subnet
Auto-assign PublicIP (i) [Use subnet setting (Enable) ~]
Placement group (i) O Add instance to placement group
Capacity Reservation (i) [Gpen ~] C Create new Capacity Reservation
1AM role (i) [None <] C create new 1A role
Shutdown behavior (i [stop. ~]

Enable termination protection

OProtect against accidental termination

Monitoring (i) [JEnable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i)  [Shared - Run ashared hardware instance ~]

Additional charges will apply for dedicated tenancy.

T2/T3 Unlimited DEnable

Additional charges may apply

» Advanced Details

cancel | Previous [EECWENEURTENTEN

Next: Add Storage

Nothing needs to be set on the next page so go direct to Add Storage...

1.ChooseAMI  2.Choosenstance Type 3. Configure Instance  4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

YYour instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type Device (i) snapshot (i) size (GiB) (D) Volume Type (i) 10PS (i) :;;';';]9':'/’]’:" Delete on Termination (i) ~ Encrypted (i)
Root [devivda snap-0adbcaBaTadce20sT |20 ] [General Purpose SSD (gp2) ©] 10073000 NA Not Encrypted

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Leam more about free usage tier eligibility and
usage restrictions.

Cancel | Previous

Review and Launch NJUENFCCRELE

The default 20GB storage 1s normally okay but you can use up to 30GB on the free platform. Click on
Add Tags...
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1.ChooseAlll  2.Choose Instance Type  3.ConfigureInstance 4. AddStorage  5.AddTags 6. Configure Security Group 7. Review

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.

A copy of atag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Instances (i) | Volumes (i)

Key (127 characters maximum) Value (255 characters maximum)

This resource cu nas no tags

Choose the Add tag button or click to add a Name tag
Make sure your IAM policy includes permissions to create tags.

AddTag  (Up to 50 tags maximum)

Next: Configure Security Group

Review and Launch

Cancel | Previous

You don't need to add any tags so you can go direct to Configure Security Group:

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules o allow specific traffic to reach your instance. For example, if you want fo set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to
the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.
Assign a security group: ®Create a new security group

Oselect an existing security group

Security group name:  [launch-wizard-2 J

Description:  [launch-wizard-2 created 2019-03-07T10.02.13 512+00:00 ]
Type (1) Protocol (1) Port Range (1) source (i) Description (
SsH TCP 22 Custom __v] [0.0.0.00 SH for Admin Desktop | o
Add Rule
A Wamning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Gancel  Previous

Review and Launch

Go direct to Review and Launch....
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1.Choose AMI 2 ChooseInstance Type 3. Configure Instance 4 AddStorage ~ 5.AddTags 6 Configure Securty Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Improve your instances' security. Your security group, launch-wizard-2, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

¥ AMI Details Edit AMI
Engenius ezMaster v1.0.30A_c1.9.21_2018.11.23_x86_64 - ami-065595dc041a19187
4 Engenius ezMaster v1.0.30A_c1.9.21_2016.11.23_x86_64

Root Device Type: ebs  Virtualization type: hvm

~ Instance Type Edit instance type
Instance Type ECUs VCPUS Memory (GIB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.micro Variable 1 1 EBS only - Low to Moderate
~ Security Groups Edit security groups
Security group name launch-wizard-2
Description launch-wizard-2 created 2019-03-07710:02:13.512+00:00
Type (D) Protocol (i) Port Range (i) source (i) Description (i)
SSH TCP 22 0.0.0.00
» Instance Details Edit instance details
» Storage Edit storage
» Tags Edit tags

Cancel valous@

Then go to Launch....

AWS will now ask you to set up a security key:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,

they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Choose an existing key pair L~
Select a key pair
[ solwise Key ~|

11 acknowledge that | have access to the selected private key file (Solwise Key pem), and that
without this file, | won't be able to log into my instance.

Cancel Launch Instances

Select Create a new Key Pair and then enter a key pair name....
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to

securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more

about removing existing key pairs from a public AMI .

[ Create a new key pair

> |

Key pair nhame

|Fred5 Key

Download Key Pair

You have to download the private key file (* pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the

file again after it's created.

Next you should download and save the key pair file...

Cancel Launch Instances

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores. and a private key file that you store. Together.

they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Leam more
about removing existing key pairs from a public AMI.

| Create a new key pair V|
Key pair name
[Freds key

Download Key Pair

You have to download the private key file (* pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created.

Opening FredsKey.pem

You have chosen to open:
FredsKey.pem
which is: Text Document

from: https://eu-west-2.console.aws.amazen.com

‘What should Firefox do with this file?

O Open with | Notepad (default)

(@®):Save File

[ Do this automatically for files like this from now on.

Cancel Launch Instances

and then you goto Launch Instances.

Launch Status

‘ @  Your instances are now launching

The following instance launches have been initiafgd. i-0337d72cb04515bc3 [ View launch log

‘ @ Get notified of estimated charges

Create biling alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier),

How to connect to your instances

Your instances are launching, and it may fake a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances wil start immediately and continue to accrue unfil you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state. you can connect to them from the Instances screen. Find out how to con

~ Here are some helpful resources to get you started
+ How to connect to your Linux instance + Amazon EC2: User Guide
+ Leam about AWS Free Usage Tier + Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances ail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups

nect to your instances.
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Click on the link for the new instance....

Launch Instance Connect | Actions ¥
4

A o % e
Q, search : i-0337d72cb04515bc3 Al (2] 1to1of1
@ Name ~ Instance ID +  Instance Type ~ Availability Zone - Instance State ~ Status Checks ~ | Alarm Status Public DNS (IPv4) ~ IPv4 PubliclP - IPv6IPs ~ | Key Name - ~ | Launch T
a i-0337d72cb04515bc3 12 micro eu-west-2a @ running z Initializing None “&  ec2-18-130-106-231 eu- 18.130.106 231 - Freds Key . disabled March 7, 2
< >
Instance: | i-0337d72cb04515be3 Public DNS: ec2-18-130-106-231.eu-west-2.compute.amazonaws.com [_ Nl =
Description | Status Checks | Monitoring | Tags
Instance ID  i-0337d72cb04515bc3 Public DNS (IPv4)  ec2-18-130-106-231 eu-west-2 compute amazenaws.com
Instance state  running IPv4 Public IP 18.130.106.231
Instance type  t2 micro 1PV IPs -
Elastic IPs Private DNS  ip-172-31-21-32.eu-west-2.compute.internal
Auvailability zone est-2a Private IPs ~ 172.31.21.32
Security groups view inbound rules . view outbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-edd5dede
AMIID  Engenius ezMaster v1.0 30A_c1.9.21_2018 11 23_x36_64 (ami-065595dc041a19187) Subnet D subnet-563e3721
Create Security Grou| Actions v
e Low e
Q| Group ID : 5g-0d36325296¢81d61b Add [~] 1to10f1
@  Name ~ GroupID + | Group Name - VPCID - Owner ~  Description
a 5g-0d363e5296c81d61b launch-wizard-2 vpc-ed45dede 123543299409 launch-wizard-2 created 2019-03-07710:02:13.512+00:00
< >
Security Group: sg-0d363e5296c81d61b [_N=R=]
Description Outbound Tags
Type (i) Protocol (i) Port Range Source ( Description (i)
SSH TCP 22 0.00.0/0

Goto the Inbound security tab and then Edit.
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Edit inbound rules

Type (i) Protecol (i) Port Range (i) Source (i) Description (i)

SSH TCP 22 [custom  ~][0.0.00/0 | [e.a SSH for Admin Desktop | @

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Delete the default SSH entry and then Add Rule. Add rules for HTTP and HTTPS and a Custom UDP for
1234:

Edit inbound rules X

Type (i) Protocol (i) Port Range (i) source (i) Description (i)

TCP 443 0000/, /0 [eg SsHforadmin Desktop | €
TCP 80 l0.0.0.0/0. 10 [eg sSHfor Admin Desktop | €@
T —
NCustom UDPF~| \uDP [1234 ?[Anywhere ~] [4.0.0.0/0, /0 [e.g. SSH for Admin Desktop | €@

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Change the Source to Anywhere to allow clients from any external location to connect. Then click on
Save.

EC2 Dashboard 2 . CEELESEMR comnest || Actions - A O w0

Events

Tags Q Filter by tags and attributes or search by keyword @ K < 1202 > |

Reports Name ~ Instance ID ~ Instance Type ~ Availability Zone - Instance State - Status Checks ~ | Alarm Status | PublicDNS (IPv) - IPwPubliclP  ~ IPv6IPs - KeyName ~ | Monitoring ~ LaunchT

a -0337d72cb04515bc3 12 micro eu-west-2a @ running @ 2/2checks .. None Y& ec2-18-130-106-231 eu- 18.130.106. - Freds Key . disabled March 7.2

i-Da3e2ficacOcafic t2.micro eu-west-2a @ rwnning @ 212 checks None Y ec2-35-176-189-136eu- . 35176169135 - Solwise Key disabled March 7. 2

Limits.

=] INSTANCES

Taumcrémplates
Spot Requests
Reserved Instances
Dedicated Hosts

Capacity
Reservations

=] IMAGES
AMIs
Bundle Tasks

- ELASTIC BLOCK
STORE
Volumes
Snapshots
Lifecycle Manager

NETWORK &
= SECURITY
Security Groups < >

Elastic IPs Instance: |i-0337d72cb04515bc3  Public DNS: ec2- 1.eu-west-2.compute. com TR =

Placement Groups R ——
Description | StatusChecks | Monitoring  Tags

Key Pairs
Network Inferfaces Instance D #03374726b04515bc3 Public DNS (IPvd) _ec2.18-130-108.231 euest-2 compute amazonaws com
=) LOAD BALANCING Instance type 2. micro PV IPs -
Load Balancers Clasic s Private NS ip-172:31-21-32 euwest-2 compute internal
Target Groups Availabilty zone  eu-west-2a Private Ps  172.3121.32
Security groups  launch-wizard-2. view inbound rules . view outbound rules Secondary priate IPs

=1 AUTO SCALING

Click on Instances on the left menu. Then you can see the public IP address that you can use to log into
the EzMaster instance.
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Done!! :-)

Solwise Ltd, www.solwise.co.uk, sales@solwise.co.uk



http://www.solwise.co.uk/

	How to install an instance of the EnGenius EzMaster server on the Amazon AWS platform.
	Introduction
	Setup


