How to setup a basic MetroLinq PtP bridge

A quick guide on what you need to do to get a pair of MetroLinq 60GHz bridge units added to the
IgniteNet cloud and setup as a transparent bridge. In the example here, I've used the model ML25.-
60-19 which is 2.5Gbps throughput units with a high gain directional antenna built in. I strongly
suggest, if this is your first setup, that you do this with the units on a desk in the officei.e. NOT
nailed up on some walls at a customers’ site!

1. Connect 1% unit to your network. Please ensure you use the passive 48V PoE injector
supplied with the product. Do NOT use a generic injector!
If the units is not on the default settings (or unsure) then press the reset button (next to the
SFP port) for 15 seconds.
Allow a couple of mins for the unit to boot up.

2. Ultimately configuration will be done via the cloud system but first it's best to login into the
units locally and upload the latest f/w.
So use the IgniteNet Device Discovery tool to 'find' the device on your network. Go to
(https://support.ignitenet.com/portal/kb/articles/discovery-tool-utility).

£ IgniteNet Device Discovery, v1.0.4 = =] x
g 1y,
Scan network l Clear l Quit |

Tip: double-click the device to open its Administration GUI.
# Device IP Address LAN Address MAC Address Model Firmware Version Host Name

1 |o000 1192168073 |28:76:10:16:6F:C6 etroLing 2.5 60-19 |2.1.1 IgniteNet

3. Double click on the 'found' unit and the login page should appear:

Ign?teNet

Please enter your username and password.
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4. Login in using the default 'root' 'admin123' username and password. If the unit is on defaults
then the 'wizard' popup will appear:

SETUP V

Select Your Country

Please select your location. This setting will be used to determine your country’s
regulatory rules. This selection can only be changed if you reset to defaults.

United Kingdom v

Will this product be cloud managed?

@ Yes, | will manage this device with the IgniteNet Cloud controller.

No, | will be operating this device in stand-alone mode.

Select the correct country and tick Yes to manage via the cloud. Then 'Done'.

Ign'i'teNet

DASHBOARD o Ur

& NETWORK
GENERAL STATUS WIRELESS STATUS TRAFFIC GRAPHS SERVICES
il WIRELES

BRI PORT STATUS

ETHERNET PORT #0 ETHERNET PORT #1
INTERNET INFO DEVICE INFO INTERFACE INFO
INTERNETSTATUS  » ¢ FIRMWARE  » 2.1.1-2410 PORTS BRIDGED TO INTERNET »
INTERNET SOURCE » SERIALNUM. » A11400435

IP ADDRESS SYSTEM MAC » 28

MODE UPTIME

METROLING PEER INTERFACES »
NETMASK LOAD AVG

GATEWAY MEM.USED > 17%

DNs

5. Okay so now goto
https://support.ignitenet.com/portal/kb/articles/firmware-downloads-metroling-2-5
and down load the latest f/w file. Ensure you download the f/w file for the actual units you
are using.
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6. Click on System/Maintenance/Upgrade:

7.

Ign?teNet METROLINQ 2.5 60-19 igniteNet
@ DASHBOARD © Unsaved changes

& NETWORK
.l WIRELESS System Actions

SYSTEM Log View system log

System Settings Sk Download this device's troubleshooting log

Reboot Reboot your device

User Accounts
Services Reset Reset to factory default settings
Diagnostics

Backup Download this device's configuration settings
Speed Test

Restore Restore the configuration settings of this device

hgrade your device's firmware (current version is 2.1.1-2410)

On the Upgrade screen choose the f/w file you downloaded.

PGRADE DEVICE FIRMWARE

Select files
Please select the new firmware Image file.

)_5_64M-v2.1.1-2410-fad1856-7bBabdae-250aaac-88

Keep current settings after upgrade: m

Ensure 'Keep current settings...'
is unticked. Click on Upgrade and proceed to install the new f/w file.

Flash Firmware - Verify

is the checkswm and file size listed. comgare them with the original file to ensure data integrity.

The new firmware ima uploaded. Delg

Ciick "Proceed” below

the flash pe:

UPGRADE DEVICE FIRMWARE

Firmware upgrade in progress

v

The unit should reboot....
Now log back into the unit and yet again it will start the wizard (because we told it to reset

after the f/w upload) so just reselect the country and tick 'Yes....' and then click on 'Done’.
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Select Your Country

etting will be 1sed to daterming your country's

ction can only be changed if you reset to defaults

Will this product be cloud managed?

# Yes, | will manage this device with the IgniteNet Cloud controller.

No, | will be operating this device in stand-alone mode

Firmware update is now done.
Now connect the second unit to your network and do the same update to that one.

8. Now we can proceed to cloud administration. So we need to go to the cloud login:
https://cloud.ignitenet.com/welcome/login

Ign?teNet

CLOUD CONTROLLER

Il Remember me

If you've already registered then enter your login details. Otherwise select 'I want to register'
and go through the sign up process.
Click on Login.

9. This is the sort of thing you should see after login:

Ign'i'teNet

SYSTEM STATUS
@
Basic o
s
0 0 0 0
» o~
*
x STATUS MAP
5
ENABLED ADD-ONS OVERVIEW SITE STATUS OVERVIEW
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So click on the '+Add Site' button to start your first site.

10. Go through the configuration screen top to bottom entering the details. e.g.

Create a site

Q
o

Then click on 'Save'.

11. So the General site configuration screen is now displayed:

Site Configuration - General

- K
REGULATORY COUNTRY e
= ——

Note the message on the top right. The important thing is the comment that the local login
details for the units have been changed i.e. the default local login username password are no
longer 'root' 'admin123'. This is the login to access the units directly (not via the cloud). This
caught me out first time :-) So click on Local Logins so you can change the local login
details to something more sensible:

 Invi

LOCAL LOGINS  # ADD LOCAL LOGH!

Once done click on 'Save' on the top right:
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o DISCARD

INITIALIZING CONFIGURATION

Please click the Save button when you are done

So now you’re ready to start adding units to the 'site'.

12. From the left hand menu select Devices/Add Device:

!gn?teNet

<> > Register

< SITEMENU ’ .
Register new devices

You can find the serial number and MAC address on the product box or on the back of the product itself.

Choose a Site. -

@ Dashboard

- | WifiAPs A olLing
& Devices
Add Devices This cloud has 2 licenses available for registering new devices.
Wireless
Inherit site-level settings @
Switches

. Enable barcode scanning mode
+ ADD DEVICE
Devices will automatically be upgraded to the latest firmware after registration.

& Configuration

#1
O Activity

#2
all Wireless Clients

9 Maps

You will now need to enter the serial number and MAC address for each unit. Also enter a
unit name.

Devices will automatically be upgraded to the latest firmware after registration.

#1 Al14004361 28:76:10:16:6F:C6 e
#2 Al12054532 28:76:10:15:EC:9E SE|

When done click on Submit and you should see something like this...

< SITEMENU .
Manage your devices MANAGE SULKRSECOT | 4 420 DEACE
Tes -

& |7 acwE ATERE

NAME PRODUCT L0 REG. STATE CLIENTS TRAFRIC

S &

If the units don't show up registered like this then check you have the correct serial number
mac address. Also check the units can 'see' the internet.
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13. Okay so now you're ready to set the two units as a bridge PtP. A word of warning first: If
you setup both units as a PtP bridge with each other and you do this on the same network
what will happen..... routeing 101! The network will crash due to a traffic loop — think about
it. So a simple trick is to connect one unit to your main network and then the second unit to

rantar whisch 1
uiv.

Q on antad +n main natwnrk a o
11 1D LVULLLIVULILU U

a AT
a 1vuLlLl vy v yUUl 111aliil 11VLVWUIL N \./.5.

: Main Router I=>Internet

So the second router isolates the units so they are effectively on different networks so no
loop! Of course you won't have this issue when you do the proper install at site because both
ends will be separated.

With that out of the way you can now setup your bridge. So the way this is done is one is set
as a Master and then the other(s)as Client. You can setup the connectivity so units connect
based upon and also on BSSID. So let’s set our ‘Master’ first of all. Now for a PtP link it
doesn’t really matter which end is which. For a Point to MultiPoint setup you would have
the hub unit as the Master and the remote units as Clients.

Select one of the units for Master:

m Manage your devices MANAGE BULKREBOOT |+ ADD DEVICE

@& Dashboard

Devices

£ Configuration

So click on the Name of the unit.

14. On the Device screen click on Configuration. Then Radio settings and then 60GHz
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[
|gnlt6N6t 0w > Test > Dashboard

< DEVICE MENU “um OE

el

MetroLing 2.5 60-19

Test -

& Dashboard
DEVICE INFORMATION

|+ Statistics
Site Test

il Clients Firmware 2.1.1-2410
Main MAC address 28:76:10:15:EC:9E

O Activity Serial Number Al12054532
Model ML2.5-60-19

Configurationstate @

Inherit site settings v
Hostname 9e-cnobd
Created on 2018-07-27 08:16 (an hour ago)
Last contact 2018-07-27 09:38 (a few seconds ago)
Uptime 1 hours 7 minutes 0 seconds
System time Fri jJul 27 09:39:17 2018
WAN IP 192.168.0.67
CPU utilization 0%
Memory usage Used: 49MB (total 443MB)

m T\ OF

Metroling 2.5 60-19
Test -

@& Dashboard ) ) )
Device Configuration

|#* Statistics

Wireless SSID Radio Settings General Networking Local Logins System Settings
.l Clients
Quick Jump:  Global | 5GHz H
O Activity
GLOBAL SETTINGS
#~ Configuration
Regulatory Country United Kingdom
Then select Master
WIRELESS 60 GHZ
GENERAL RADIO SETTINGS WIRELESS NETWORKS
Enable Radio e SSID IgniteNet1-1
Operation Mode Encryption

5 GHz backup

BACKUP SSID (5 GHZ)

Now check the SSID value on the right hand side of the page. Remember units will link
based upon the SSID so Master and Client(s) have to be the same SSID so ensure this is the
same for all devices.

Once you’ve done your changes then select Save on the top right:
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DISCARD v SAVE
E—_———————

15. Now back to the Device Menu (top left button) and select the other unit. Then go down to
the 60GHz setup again but this time select Client:

WIRELESS 60 GHZ

GENERAL RADIO SETTINGS CLIENT MODE SETTINGS

Enable Radio ® IgniteNet1-1
Operation Mode
5 GHz backup Encryption

Limit upload rate

A Please save and apply settings before scanning. Limit download rate

Note: Device must finish applying settings after saving config before scan will return results.

Check the SSID is the same as the Master. Also notice that you can enter the BSSID of the
master if you want. This is the MAC address of the 60GHz interface and can be found on
the Device Information page for the Master unit

60 GHz Radio

Operational mode Master

Security No Security

Local MAC 28:76:10:14:E7:BF
Tx Power 1

Channel 1(58.32 GHz) @ 2000 MHz

For a simple test I’d leave this blank and simply do a link based upon the WiFi SSID.
Click on Save on the top right once the changes are done. So now the two units should
connect as a transparent bridge; lan port to lan port.

16. To check the connection is up goto the Dashboard of the master device:

]
IgniteNet
DEVICE MENU

& “ym 9E

MetroLing 2.5 60-19

DEVICE INFORMATION
Statistics

i
Memory usage Used: 47MB (rowal 443M8)

Then scroll down to ‘Active Clients’. You should see link stats for the connection client
device and the current connection speed.
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ACTIVE CLIENTS

Most active clients by upload Most active clients by download

o

UPLOA WNLOA SESSION £5510M
NAME MAC ADDRESS & SSID & e s p s = B e apep & FREQUENCY & LOCALRSSI &

17. You have now set the units as a basic transparent bridge giving you lan port to lan port
connectivity. Further tweaks you might consider are to lock down the connection of the

client to the master by telling the client the BSSID (MAC address of the 60GHz interface) of
the Master:

WIRELESS 60 GHZ

GENERAL RADIO SETTINGS CLIENT MODE SETTINGS

Enable Radio ® IgniteNet1-1

Operation Mode

5 GHz backup Encryption

Limit upload rate

A\ Please save and apply settings before scanning. Limit download rate

Note: Device must finish applying settings after saving config before scan will return results.

Also you might want to consider adding some encryption of the link data. That is also set in
the General Radio Settings for each unit; obviously you have to set encryption on both
Master and Clients to the same:

WIRELESS 60 GHZ
GENERAL RADIO SETTINGS WIRELESS NETWORKS
Enable Radio . SSID IgniteNet1-1
Operation Mode Master S Encryption
Strong password
5 GHz backup Key

RACKIIP SSIN (K GH7Y

Job Completed @)
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